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Introduction

What's the problem

Most companies have a backup policy requiring users to copy their data to a central server. We all
know that doesn’t happen often. Pictures, movies and music get stored on the file server but
business data is kept on desktops or notebooks.

When desktops or notebooks are stolen or hard drive crash, IT gets blamed, users lose data and
your company loses money!

How Cibecs gives you control

Using Cibecs you can centrally set a backup policy for what data to backup for each user, and when.
All configurations is done and updated centrally.

Cibecs is easily deployed to your users using Active Directory and central deployment. Centrally
monitor all backups and access extensive reporting.

Automate user backups

Cibecs only backs up the changes within files and not the whole changed file, encrypting and
compressing all data during the backup.

Backups are securely stored and archived on your central server allowing you to restore any
previous version of your data. It’s a perfect solution for mobile users and remote offices.

Fast, easy recovery!

When a user loses data or you want to replace hardware, simply follow the easy 3 step restore
wizard - which can even be done by the user. Cibecs will...

e Minimize data loss and recovery time
e Reduce cost_and time when replacing computers.
e Make it easier and cheaper to support your users
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How Cibecs Works

Cibecs is the simplest way to backup & recover data on all desktops and notebooks in your business.

e Enterprise Solution — Backup thousands of users to your own servers.
e Centrally Managed - You have full control

e Automated backup — No more relying on users to backup

o Fast, Easy Recovery —In 3 easy steps

Benefits

What Cibecs can do for you...

e Automate backup for all your users
e Simplify user support and management
e Faster, cheaper replacement of computers

Product overview

Cibecs consists of a 3 software components.

Continuity Server: The backup server software where all the user data is protected.
Control Center: The management console you use to administer Cibecs.

User Agent: The backup client software responsible for backup and recovery.
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Implementation, Deployment & Management

1. Overview

Cibecs is a centrally managed and deployed enterprise backup solution. The Cibecs Control Center
enables administrators to centrally define backup policies controlling all aspects of backup for
groups and users. The User Agent can be transparently and automatically deploy to desktop and
notebook computers.

2. Deployment

The Cibecs User Agent can be deployed through any 3" party deployment product. Cibecs supports
parameterized targeting of the Agent MSI as well as the ability to build a deployable MSI from the
Control Center that is targeted to a Continuity Server.

Active Directory integration

The installation of the User Agent can be automated through Active Directory integration. This
allows administrators to deploy the backup agent without user involvement.

3. Policies

Policies allow for extensive control over all aspects of User Agents including backup selection,
scheduling, settings and more. Policies can be centrally defined from the Control Center and are
automatically applied to User Agents eliminating the need for manual configuration on a per user
basis.

A policy can be attached to either an entire group of users or a specific user. Support for Active
Directory allows for a policy to be attached to any level in the Active Directory domain tree such as
the entire organization, a branch or a specific organizational unit.

a. Backup selection

The policy’s backup selection controls what data to include and exclude in a backup. Cibecs
allows data to be backed up independent of where it is stored on a user’s computer by scanning
the computer for data matching the policy.

1. Backup filters
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Backup filters include or exclude files based on file extensions providing an easy way for
administrators to only protect business critical data while exclude non critical data.

For example, the selection can be defined to include all ‘Microsoft Office Documents’ on ‘All
volumes’ on the user’s computer, resulting in the User Agent scanning the user’s computer
for the associated file types and including them in the backup.

Default filters are included for commonly used file types. These filters can easily be
customized as well as new filters added.

The default filters include:

e Microsoft Office Files
e  Multimedia Files

e Images

e System Files

e Web content

2. Backup shortcuts

Backup shortcuts can be enabled to backup commonly used locations such as Microsoft
Outlook, Desktop, My Documents and more. The shortcuts will automatically locate the
files relevant for backup for example, all active Microsoft PST files for the Microsoft Outlook
shortcut.

3. Pattern matching

Folders or files can be easily be included or excluded independent of where they are stored
on the user’s computer by specifying a pattern match. The pattern match can also look for a
part of a folder or file name.

For example, a pattern match can be configured to exclude all folders that include the word
‘personal’ on any volume on the user’s computer.

4. Global excludes

Global excludes can be configured to exclude data from all locations in the backup selection.

For example, adding the ‘Multimedia Files’ exclude will exclude all multimedia files from all
selections , such as ‘My Documents’ or ‘Desktop’.
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b. Policy locks
The User Agent provides the user with the ability to configure certain areas of the policy, such as
backup selection, scheduling and settings. These configurable areas can be locked by the
administrator ensuring that the user follows the exact policy as defined in the Control Center.
The policy can be configured to lock all or only specific areas of functionality.

c. Backup scheduling

The backup time of users are controlled by configuring the backup scheduling. The User Agent
will automatically perform the backup at the time defined in the policy.

Distributed scheduling

Distributed scheduling is a critical feature for large scale deployments and ensures that not
all users perform a backup at the same time thereby causing undesirable network impact. A
distributed schedule is configured and each user is slotted into a backup time.

For example, configuring a distributed schedule from 8AM until 5PM will result in user ‘Bob’
backing up at 12:00 while user ‘Joe’ backs up at “13:00’ and so forth.

d. Bandwidth throttling

Bandwidth throttling can be enabled to limit the transfer speed of the User Agent. The flexibility
of defining policies for specific groups allows an administrator to configure a backup policy for
mobile users limiting the transfer speed ensuring limited impact on roaming users.

4. Management

User Management

User Management is simplified through a single view of all groups and users. Groups and users
can be created or imported from Active Directory and typical administration tasks such as
deleting, disabling or clearing user backup accounts can be done.

Quota Management

Backup quotas can be configured to control the amount of data backed up by users. Quotas can
configured on a per group or user level. The Quota Management view in the Control Center
allows administrators to report on the amount of data backed up as well as the amount of quota
in use by each user.
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Administrator Management

Additional administrators can be created to administer Continuity Servers from the Control
Center. Administrators can optionally be entrusted as Security Officers granting them access to
encryption keys required for recover of user data.

PRODUCT WHITE PAPER
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Automated transparent backups

The Cibecs User Agent performs automated scheduled backups in the background based on the
policy defined by the administrator. The User Agent can be configured to be completely transparent
to the user ensuring that backups complete without user involvement.

Initial backup

Once deployed, the User Agent will trigger the user’s initial backup at the scheduled time. The initial
backup will scan the user’s computer for all files matching the policy. The files are compressed and
encrypted while being transmitted over a secure connection to the Continuity Server. The User
Agent will also create a detailed report on both the User Agent as well as the Continuity Server of
the backup.

Subsequent backups

The User Agent will trigger the next backup at the next scheduled time. The user can also run
manual backups. Subsequent backups will scan for any new and changed files, only backing up
changes within the file. A detailed report is again created on the User Agent and Continuity Server.

1. Fast, efficient backups

Cibecs includes various features to ensure that backups are fast and efficient without impacting the
user. Backups only include data defined in the backup policy ensuring that only business critical data
is protected.

1. Blocklevel incremental backup

Cibecs only performs the full backup of a file the first time that the file is backed up.
Subsequent backups will identify all changed files and perform a block level scan to identify
changes within the file since the last backup. These delta changes are then included in the
backup.

For example, if the user has added one word to a document or received one new email since
the last backup, only that change will be backed up. This provides a significant reduction in
storage and bandwidth impact.

2. Compression

All backup data is compressed during the backup process. The typical compression ratio is
3:1 but is dependent on file type. The User Agent automatically excludes pre-compressed
file formats from the backup to optimize backup time.

3. NTFS Change journal support

The User Agent includes integration with the Windows NTFS Change Journal to optimize
backup time. The backup will scan the journal for all files that have changed since the last
backup instead of scanning the file system.
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This provides a significant reduction in backup time. NTFS change journal support is only
available for NTFS enabled volumes. The User Agent will perform a file system scan for non
supported volumes.

4. Microsoft Outlook optimization

Cibecs provides an effective solution for the backup and recovery of Microsoft Outlook
Personal Folder Files (PSTs). Users typically have multiple PST files attached to a single
Outlook profile for archiving old email that could easily be many gigabytes in size.

Microsoft Outlook makes the task of backing up PST files difficult for most backup
applications by modifying all PST files (timestamp and checksums) when opened and closed.
This results in backup applications having to scan all PST files for changes ultimately leading
to lengthy backup times.

Cibecs includes optimization for Microsoft Outlook by ensuring that only PST files that have

had actual data changes are included in the backup. This is achieved by actively monitor PST
files for changes by the user, such as receiving or opening an email, and only backing up the
affected PST files.

2. Minimal impact on users

The User Agent is designed to perform backups as quickly and efficiently as possible (see Fast,
efficient backups above) with as little impacting on the user as possible.

1. Disk throttling

Disk throttling can be enabled for users with very slow computers to minimize any possible
impact during backup. Disk throttling will restrict the amount of disk throughput that the User
Agent can utilize during a backup.

Enabling this feature is most often not required as backup typically do not affect the user but
can be enabled for computers with much older hardware where required.

2. Open file backup

Users are typically forced to close documents and email when performing a backup ultimately
leading to those files never being backed up. The User Agent provides integration with Microsoft
VSS (Microsoft Volume Shadow Copy services) allowing users to continue to work on open files
while the backup runs in the background.

Microsoft VSS requires the volume where the files are stored to be formatted as NTFS. The User
Agent will still attempt to backup files on non NTFS volumes and report any errors to the
administrator in the event of failing to do so.
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3. Security

Backup data is encrypted during the backup process with a unique encryption key using 448bit
Blowfish (CBC mode). All communication (including backup data transmitted to the server) is
encrypted using 128bit SSL with 1024bit key exchange. This ensures that each user’s backup data is
securely stored on the backup server and protected from unauthorized access.

See the chapter on Security for detailed information on this topic.

4. Archiving

Cibecs includes archiving of data by providing users the ability to recover a previous version of files
or the entire backup as per a previous backup date. New and changed files are automatically added
to the archive checkpoint (timestamp) on backup. Cibecs only includes the block level changes from
changed files in the archive significantly reducing store requirements.

5. Offline backup

The User Agent can be enabled in Batching mode to queue backups the user’s computer in the event
of no connectivity being available to the backup server. Queued backups together with the current
day’s backups will be transferred to the backup server at the next backup where connectivity is
available.

6. Resume support

Backups and are automatically resumed in the event of being interrupted. The agent will resume
from the exact position where the backup was terminated while ensuring backup integrity.

7. Support for roaming users

The efficiency of daily backups as well as resume support allows users to continue backing up over a
mobile connection while out of the office. It is always recommended to perform an initial backup
over the Local Area Network as the user’s initial backup will typically be larger.
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Fast, easy recovery

Cibecs simplifies the recovery of backed up data by providing users with an easy self service
recovery wizard.

Checkpoint recovery allows users to restore files or folders as they were backed up on a specific
date. The user can select from a specific date or choose to restore from the last backed up date.

File selection is done through a simple explorer-like interface and the user can select a single file or
the entire backup to be restored. The user can also select a restore location as either the original
location or a temporary location. The directory structure is automatically re-created during recovery
ensuring that the data appears exactly as it was at the point of backup.

Computer replacement or migration

Cibecs simplifies the computer replacement and migration process by automating the process of
moving user data to a new computer. The User Agent is simply installed on the new computer and
the unique encryption key (obtained from the Encryption Key Safe, see chapter on Security) entered.

Using the self service recovery wizard, all the user’s latest data can automatically be restored to the
original location. The user can continue backing up while preserving the archived files from previous
backups.
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Monitoring and Reporting

The Control Center includes views and reports to provide administrators with detailed information
on the effectiveness of Cibecs.

A system summary report provides a single page management report that includes both a licensing
summary as well as backup statistics for compliance measurement. The system summary report can
be created for either all or a select group of users.

Backup and Restore Events

The backup and restore events view provides extensive information on backups and restores across
all users. Various filters are available to simplify reporting on user backup compliance. For example,
administrators can easily filter which users have not completed any backups in (x) number of days.

Detailed reports and logs of backups and restores for each user is also available. The User Agent will
report any files that failed to be backed up and include detailed information as to the reason of
failure.

Consolidated Reporting

Administrators can report on multiple Continuity Servers from a single Control Center view using the
Consolidated Reporting feature. This provides administrators with an overview of the status of each
Continuity Server. Statistics are included for each server and a protection rating allows
administrators to quickly identify Continuity Servers with unprotected users. Continuity Servers can
also be added to groups (such as geographical location) and reported on.
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Security

Standards

Cibecs is a certified Cryptography Service Provider (CSP/2007/005) SADOC RFC2616 and utilizes the
following standards for encryption: SSL, BLOWFISH, SHA-1, MD5 and Kerberos.

Data encryption and storage

The backup data for each user is encrypted using Blowfish 448bit (CBC mode) before being
transmitted to the Continuity Server. The libraries that perform the encryption and decryption of
data in Cibecs are part of the standard SDK’s Cryptography Extension. A symmetric encryption key is
uniquely generated per user to ensure that access to data remains on a ‘per user’ level.

Each file is encrypted using a combination of the encryption key and a random salt. This provides an
additional level of security by protecting against deciphering techniques such as brute force attacks.

Data transmission

All communication between the User Agent (backup client) and Continuity Server (backup server) is
encrypted through a SSL (Secure Socket Layer) connection (128bit SSL with 1024bit key exchange
and SHA-1 integrity checking).

The backup and restore data is also in an encrypted state (as per the data encryption process) while
being transmitted and therefore provides an additional layer of security. The backup and recovery
data is only transmitted between the User Agent and Continuity Server.

Protecting backup data from unauthorized recovery

Cibecs allows users to quickly and easily recover their own data by using the self service recovery
feature in the User Agent. Cibecs prevents unauthorized recovery of the user’s data from a different
computer by requiring the uniquely generated encryption key for that user to be entered. This key is
safe guarded in the Encryption Key Safe.

Encryption Key Safe
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The Encryption Key Safe safeguards each user’s unique encryption key in the event of a user
requiring recovering to a new computer. Each user’s key is encrypted with an asymmetric key before
it is stored in the safe ensuring protection from unauthorized access.

Cibecs provides the ability for authorized personnel to be granted ‘Security Officer’ rights over
encryption keys enabling them to retrieve keys when required. This also ensures that the
organization has access to the data in the event of the user leaving the organization.

Important note:

The keys to the Encryption Key Safe are protected by the Security Officer role. This key must be store
in a safe location at all times as losing this key will yield all backed up data unrecoverable. Cibecs can
in no way assist customers that have lost their keys.
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Miscellaneous

Supported operating systems

The Continuity Server, Control Center and User Agent are all compatible with the following versions
of Microsoft Windows:

e Microsoft Windows 98

e Microsoft Windows ME
o Microsoft Windows 2000
e Microsoft Windows XP

e Microsoft Windows Vista

Hardware requirements

Continuity Agent
Type Required Recommended
Processor and memory Pentium | 500 MHz with 256 | Pentium Il 500 MHz with
(dependant on the number of files MB RAM 512 MB RAM
backed up)
Disk space 100 MB plus space for cache
Cache: 0.5 % of selection
Network interface Any network connection 100MBps
Display 800 x 600 256 colors n/a

e Cache is the space required to store the previous version of the data in order to calculate the daily
patch (difference) between the latest version of a file and the previous one.

Continuity Server

The Continuity Server’s specifications are based on the number of users backing up and the total
volume of data backed up. A maximum of 60 users can backup concurrently per Continuity
Server.

For example, if backups ran from 6pm to 6am plus during lunch hour and each users’ backup ran
for an absolute maximum of 30 minutes:
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13 Hrs / 30 min sessions = 26 Sessions x 60 Concurrent Users = 1,560 Users

That would mean a maximum of 1,560 users can backup to a single server. By backing the data
up to a SAN, you could simply add more Continuity Servers and have all data stored to this SAN,
this would provide scalability with all data stored on a single device.

Processor and Memory

Processor and Memory requirements mainly depend on the number of users backing up
concurrently and the volume of data being backed up and stored on the server. The following
recommendations are subject to these variables.

Category A B C
Users 50 500 1500
Server specifications | 2.8 GHZ with 1GB Server class machine Server class machine
memory with 2.3GHZ processor with Dual Xeon 2.3GHZ
and 2GB memory processors and 4GB
memory
Storage
Required Recommended
S / ATA (IDE) Disk Drives RAID 5 and SCSI / SATA or
10GB Free space plus sufficient space for High performance Attached Storage (SAN
all backup accounts on the server / NAS)

E.g.: 500 desktop and notebook accounts, | 2 GB Free space plus sufficient space for
each with a 1GB account = 500 GB + 1 GB | all backup accounts on the server

The backup data stored on the server can be backed up with any traditional backup system, such as
type backup and has no specific requirements.

Network

The following ports are required by the User Agent and Control Server to connect to the Continuity
Server.

Port Description Critical

1098 | JBoss J2EE Name Lookup Service Yes
1099 | JBoss J2EE Name Lookup Service Yes

9445 | JBoss Pooled RMI Broker Yes
1096 | ActiveMQ JMS Service Yes
8080 | HTTP Port No

8443 | HTTP SSL Port Yes
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Port 8080 is used by the Update application and unless this application is used to get the latest
updates from the server, this port can be closed.

Network interface card:
Required: 100 Mbps

Recommended: Gigabit

Licensing

Cibecs is licensed based on the number of User Agents that are required to backup to the Continuity
Server. There are no licenses required for either the Continuity Server software itself or the Control
Center. This allows organizations to have as many Continuity Servers and Control Centers and
provides architectural flexibility.

Licensing of users when running in Active Directory mode will only be done when the users are
created on installation of the User Agent. This provides flexibility for organizations wanting to do a
phased implementation of Cibecs as the entire organization tree can be imported from Active
Directory while not utilizing any licensing until the required users are deployed and installed.

Users leaving the organizations

Cibecs allows users to be disabled from the Control Center which assists organizations with
users leaving the organization while still wanting to preserve the backed up data. Disabling
the user will free up the user’s license from the number of used licenses while keeping the
user’s data on the Continuity Server. The User Agent will automatically be disabled on the
user’s computer.




